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Researcher information on data access at the BCE-CERS


1. [bookmark: _Toc67486712]Physical conditions for data access
The CERS provides data access services to BCE Researchers and Students via its own server infrastructure for the duration of the BCE-CERS Agreement:
Technical characteristics of the service:
1.1st IBM server running on a remote, high-reliability, high-speed server with VNC virtualization (24 logical cores in total) with a 3.5GHz 64-bit Xeon architecture processor, 768GB of RAM, and 5TB of hard disk space, with operation independent of the physical terminal;
1.2nd server management and administration services;
1.3rd server maintenance;
1.4th 24-core, 64-bit versions of Stata13 MP and Stata16 MP;
1.5th daily backup (min. 30 days back) restore previous file state;
1.6th archiving service.
2. [bookmark: _Toc67486713]What data files can I access?
2.1st In the case of a positive research request, the CERS will make the data sets listed in Annex 1 (List of Available Data Sets) of this Guide available to the BCE on a continuous basis. The data requested for the project will be available to the project researchers.
2.2nd In the event of a request for additional datasets other than those listed in Annex 1, the CERS shall prepare and publish the dataset on the basis of a separate agreement, within the time limit and under the conditions set out therein, and against payment of a separate fee. The CERS shall send a confirmation of the data request within 10 working days of the certified notification of the request for additional data from the BCE.
3. [bookmark: _Toc67486714]Who can use the CERS data and what are the responsibilities?
Access to data provided by the CERS is limited to:
3.1. Researchers employed by BCE;
3.2. BCE students preparing a thesis or other major study (under the supervision of a BCE-employed researcher);
3.3. BCE students writing theses for BCE (under the supervision of a BCE-employed researcher). 
In the case of access 3.2. the Project Manager's responsibility is extended to:
If a publication is produced using the data made available, the project leader must also be listed as co-author, unless the student is required to list the work as a separate publication. It is the Project Leader's responsibility and obligation to review the work to be published to ensure that no content is published that does not comply with the privacy and other aspects set out in the Guidelines, the relevant Annexes and the ethical aspects set out in the BCE.
In the case of access 3.3, the following is added:
If the data made available is used for a BCE course given by a BCE employee, it may not be used for any publication in the electronic or printed press, and the results of the publication may only be used in connection with the course. The student must agree to this in the confidentiality statement. In the case of such access, the CERS Databank will provide a reduced set of variables and number of case(s) of the database(s), which will be produced with a view to ensuring appropriateness for the research purpose. Data reduction aims to reduce the risk of discovery and the load on the server. 
The Project Leader is responsible for registering students for the project and liaising with the Database. Participants in the project must be students of the Project Leader's BCE course. The data produced as output must be consistent with the purposes specified in writing by the Project Leader on the project start-up form, failing which access to the data may be restricted or data release may be refused by the CERS Databank. 
In relation to 3.2 and 3.3, BCE s project leader undertakes not to support the preparation and publication of any publication based on the data made available that violates the rules on data access.


The following clarification is provided on the definition of a researcher:
researcher: means any person with access rights to data, except where the grouping and liability rules under this point require different rules, in which case the prospectus will show the exact liability rules for a BCE employee or BCE student.
3.4. For researchers employed by the BCE, the BCE guarantees, together with the researcher, that the data provided by the CERS will be used exclusively for the research purpose indicated on the application form and that they will not be disclosed to unauthorised third parties. BCE shall be liable for the Researchers in accordance with the applicable legislation in force. The researcher will sign a separate confidentiality agreement to acknowledge, accept and agree to the liability rules in order to exercise the right of access (Annex 3). The BCE and the Researcher under its employment are responsible for not making any attempt to identify or reveal any specific information about the statistical units in the files in relation to the data provided. The responsibility of the BCE and the Researcher in relation to the above shall survive the termination of the BCE-CERS Agreement.
3.5. The student warrants that the data provided by the CERS under the BCE-CERS Agreement will be used only for the research purpose indicated on the application form and that they will not be disclosed to unauthorised third parties. The student accepts liability in accordance with the applicable rules. The student will sign a separate confidentiality agreement to acknowledge, accept and agree to the liability rules in order to exercise the right of access (Annex 4).
It is the responsibility of the student not to make any attempt to identify statistical units in the files or to disclose any specific information about them in relation to the data provided. The student's responsibility for the above shall survive the termination of the BCE-CERS Agreement.
3.6. The data made available in the context of the research may only be used for the purposes of the research specified in the application form.
3.7. The data service provides access to data sets that cannot be directly identified for scientific purposes only, for the study of mass phenomena, with a high level of protection of individual statistical data and in strict compliance with data protection legislation.
4. [bookmark: _Toc67486715]How to request the data access service?
4.1. The Project Leader initiates and supervises the research project and communicates on behalf of the project. The completed Application Form will be sent by the Project Leader to the BCE contact person at KRTK_adathozzaferes@uni-corvinus.hu. For those with a BCE affiliation, the use of the BCE e-mail address is mandatory for contact.
4.1.a. The Principal Investigator requesting access to the data must complete sections I, II.1 and III of the Data Access Request Form attached as Annex 2 to this Guide and the Confidentiality Statement attached as Annex 3 to this Guide.
4.1.b. A non-principal investigator with a BCE employment relationship is required to fill in the Access to Data field II of the Application Form attached as Annex 2 to this Guide and the Confidentiality Statement attached as Annex 3 to this Guide.
4.1.c.  A BCE student who is preparing a thesis or other major study must fill in the Data Access Request Form, Annex 2 to this Guide, box II, and the confidentiality statement in Annex 4 to this Guide.
4.1.d. A BCE student who has been granted access to data for the preparation of a small volume thesis to be submitted to BCE must complete the Researcher Information Form attached as Annex 5 to this Guide and the Confidentiality Statement attached as Annex 4 to this Guide.
For those who join a running project afterwards, they are required to fill in the Researcher Information Form attached as Annex 5 to this Guide, and the Confidentiality Statement attached as Annex 4 to this Guide for students and the Confidentiality Statement attached as Annex 3 for BCE employees.
By signing the confidentiality statement, the data user accepts and acknowledges the rules of use of the service as binding. 

4.2. On the basis of the application form, the research plan will be evaluated by the BCE's Panel and if the Panel supports the application, the Panel leader will notify the BCE contact person at KRTK_adathozzaferes@uni-corvinus.hu. The BCE contact person will send the Claim Form to the CERS contact person. A. The CERS will only accept research requests from the BCE contact person.
4.3. The CERS will examine the research request received. If there are concerns about the research accreditation based on the information provided in the application form and the supporting documents, or if the information provided does not allow a full assessment of the research accreditation, the CERS will consult with the researcher or contact person on the aspects in question. 
4.4. The CERS will examine the following aspects:
· is the plan about scientific research?
· is it feasible without revealing/identifying natural units?
If there is any concern or uncertainty about the aspects indicated, or if the aspects cannot be fully assessed on the basis of the information provided in the application form and the supporting documents, the CERS will consult the Project Leader on the aspects in question. If the scientific nature of the objective raises doubts as to the reliability of the information provided, and these doubts persist in the light of any further consultations, the CERS may refuse access to the data. 

4.5. The CERS will notify the Project Manager and the BCE contact person of the acceptance or refusal of the data access request, stating the reasons, by e-mail to KRTK_adathozzaferes@uni-corvinus.hu. Access to the service will be granted to the Researcher(s) indicated on the application form approved by the CERS. Access to persons other than those listed therein is only possible with the prior written authorisation of the CERS and by amending the application form.
4.6. If there are any changes to the researcher's data during the research, the changes must be reported to the CERS Databank within five working days at adatkeres@krtk.elte.hu 
4.7. Prior to the start of the research, researchers who have not yet used the Data Service will receive written information on access and the most important information on how to document and produce research results through this Researcher Information Sheet and its annexes.
4.8.  The server access package for the researcher is given/delivered to the BCE researcher by the CERS Databank Coordinator and the BCE contact person is informed.
5. [bookmark: _Toc67486716] What services does the CERS Data Bank provide?
For BCE researchers, the service is provided by the CERS Database. 
5.1. CERS undertakes to provide and operate the data and the IT environment that allows the use of the service 24 (twenty-four) hours a day (during the term of the BCE-CERS Agreement). 
5.2. Researchers can access the server service and perform calculations and analyses through the client machines they use. The results of the research work, which are not yet controlled for protection against disclosure, may only be stored on devices controlled by the CERS, and access to the results and data is restricted to members of the project.
5.3. In addition to the above, the CERS Databank provides the following to use the service:
a) Sample data sets that are well representative of the micro-data sets made available in terms of structure, set of variables and values of variables. Small sample sizes (a few hundred observations) are not suitable for statistical analysis. The sample files can be released to researchers to test their statistical procedures technically, thus reducing the load on the server.
b) Provide the necessary storage space for research work and ensure that the work is backed up overnight.
c) Provides a unique server access package for researchers.
d) A project-level shared folder where researchers can store and share files with each other, except for the original source data. It also allows researchers to store and share their modified microdata files used in research in a shared area. Only project members have access to a given folder... The CERS is not responsible for any modifications to the data files placed on the shared access platform in the context of BCE research activities.
e) Provides all the technical information needed to start the work and research.
f) It provides researchers with server access to Stata13 and Stata16 software for research. 
g) The researcher will also make available to the researcher additional existing and available documentation: methodological descriptions; data collection information.
h) It examines the imported data from a data protection and IT security perspective and authorises its use.
i) If the data import is authorised, the data is uploaded to the CERS Databank file server and assigned privileges.
j) On individual request, by special agreement and for a fee, the CERS will produce data tables and upload the data to its server at the request of the BCE.
k) Examine the results of the research for protection against disclosure and allow their removal if the conditions in this Notice are met.
l) Monitor server usage, and take action if necessary to make more economical use of server capacity.
m) It shall agree in advance with the BCE on the maintenance of its IT system and the timing thereof, and shall notify BCE users and the BCE contact person of the scheduled maintenance dates and the changes made to the system.
n)  Keeps records of research projects

5.4. The CERS Databank's activities for the secure operation of the service include in particular:
a) Provide the Researchers with a description of the rules for the use of the service and have them sign a confidentiality agreement (see Annex 3, 4) with the Researchers. No access shall be granted to the Researcher before the signing of the declaration.
b) In order to ensure the security of the service and manage the risk of disclosure, it monitors the activities of Researchers on the server infrastructure on a case-by-case basis.
c)	If it detects a security incident, it shall act immediately to remedy it and notify the BCE contact person without delay. 
d)	shall keep a record of security incidents and provide a scanned copy to the BCE without delay.
e)	in the event of any breach of the rules relating to the use of the service, record the fact, time and nature of the breach.

5.5. If the researcher has a technical query or question, he/she can send it to the CERS Databank via e-mail adatkeres@krtk.elte.hu after having studied all the available information. The Databank will endeavour to answer the questions raised in the light of the information available to it.

6. [bookmark: _Toc67486717]What to know about the Output Checking (OC) procedure
6.1. The CERS checks the research results produced for protection against disclosure before the research results are published. The CERS will carry out a post-production privacy check of the research results within 5 working days. If Researchers submit more than one Research Output for a data protection review at the same time, or if the complexity of the Research Output is such that the data protection review work is expected to exceed 5 working days, the CERS shall inform the Researchers and send a copy of the information to the KRTK_ adathozzaferes@uni-corvinus.hu. In this case, the CERS will carry out the verification of the research results within a maximum of 10 working days. The verification of the research results will be carried out solely for data protection purposes. 
6.2. In order to support the ex-post verification of research results from a data protection perspective, the resulting research results need to be documented, as detailed in Annex 7. The verification of research results is for data protection purposes only and the responsibility for quality errors lies with the researchers.
6.3. The OC request, prepared in accordance with the requirements for the preparation of the research results, should be sent to adatkeres@krtk.elte.hu  , together with the relevant OC Data Sheet. 
6.4. Research results that have been checked and approved from a data protection point of view will be made available by the CERS to researchers by e-mail or electronic means, and the BCE contact person will be informed. 



7. [bookmark: _Toc67486718]How to cite sources and indicate published publications
7.1. In any publication, work or study based on results obtained from data made available through the BCE-CERS Agreement, the Researcher shall acknowledge the Centre for Economic and Regional Studies as the source of the data and include a statement that the Centre for Economic and Regional Studies shall not be liable for the results or conclusions drawn from the results (depending on the data used), as in the example(s) below:

7.1. a. This document has been prepared using data from the Centre for Economic and Regional Studies, Linked Administration Database 2. The calculations contained in this document and the conclusions drawn from them are available exclusively at ...................... ..... (author name) as the intellectual property of the author." 
7.1.b. This document has been prepared using the TSTAR data set maintained by the Centre for Economic and Regional Studies, from the Hungarian Central Statistical Office. The calculations contained in this document and the conclusions drawn from them are available exclusively at ...................... ..... (name of author) as the intellectual property of the author." 
7.1.c. This document has been prepared using KIRSTAT datasets from the Office of Education, maintained by the Centre for Economic and Regional Studies. The calculations contained in this document and the conclusions drawn from them are available exclusively at ...................... ..... (author name) as the intellectual property of the author." 
7.1.d. This document has been prepared using the MTA-GEO dataset of the Centre for Economic and Regional Studies The calculations contained in this document and the conclusions drawn from them are available exclusively at ...................... ..... (author name) as the intellectual property of the author."
7.1.e. "This document has been prepared using the MTA-GEO dataset of the Centre for Economic and Regional Studies The calculations contained in this document and the conclusions drawn from them are available exclusively at ...................... ..... (author name) as the intellectual property of the author." 
7.1.f. "This document was prepared using the personal income tax return database (SZJA) of the National Tax and Customs Administration (NAV). The database is curated by the Centre for Economic and Regional Studies. The calculations contained herein and the conclusions drawn from them are solely the intellectual property of .......................... (name(s) of author(s))."
7.1.g "This document was prepared using OKM: National assessment of basic competencies The database is curated by the Centre for Economic and Regional Studies. The calculations contained herein and the conclusions drawn from them are solely the intellectual property of .......................... (name(s) of author(s))."
7.1. h. "This document was prepared using KIFIR: Application and admission to secondary education. The database is curated by the Centre for Economic and Regional Studies. The calculations contained herein and the conclusions drawn from them are solely the intellectual property of .......................... (name(s) of author(s))."
The Researcher and the student shall (without delay) provide a copy of each publication generated from the datasets made available through the BCE-CERS Agreement to the CERS Databank at adatbank@krtk.elte.hu and to the BCE Library at KRTK_adathozzaferes@uni-corvinus.hu. If the researcher fails to comply with this obligation, the CERS is entitled to deny access to the data during the next accreditation procedure until the deficiency is remedied and to inform the BCE Contact Point accordingly.

8. [bookmark: _Toc67486719]Other information
8.1.a. 	the CERS shall be liable for the data solely on the grounds that it has been collected and processed in accordance with the Hungarian legislation and professional ethical standards in force at the time;
8.1.b. 	to the fullest extent permitted by law, the CERS excludes all liability for the suitability of the data set(s) identified in Annex 1 to this Notice for the purposes for which they are intended; 
8.1.c.	 research results generated in the context of the research, which have been verified for data protection purposes and provided to the Researcher, may only be used for the purposes of the research specified in the application form;
8.1.d. 	the CERS accepts no liability (express or implied) for the quality, accuracy, reliability or content of the research results generated from the data made available; these are produced solely at the individual risk and discretion of the Researcher;
8.1.e. 	on the basis of the above, the CERS excludes all liability for any direct or indirect, incidental, consequential, pecuniary or non-pecuniary damage, including but not limited to loss of profit, damage to reputation, arising out of the use of the data file(s), in particular any errors or omissions in the research results generated.
8.2.In addition to the above, the Researcher/Student shall comply with the provisions of Act CLV of 2016 on Official Statistics (Stt.), Act CXII of 2011 on the Right to Information Self-Determination and Freedom of Information (Infotv.) and the rules on data access when publishing the research results. 

8.3 The CERS Databank is entitled to verify compliance with the provisions of the BCE-CERS Agreement and its annexes. Within the framework of the audit, the staff of the CERS Databank is entitled to view the server content of BCE projects and to compile and analyse anonymous statistics on server usage.

8.4 The Researcher acknowledges that the BCE has committed to a maximum of 24 projects within the framework of the cooperation, which may only be deviated from with the support and agreement of the CERS.

8.5 The Researcher acknowledges that the BCE has agreed to request access to data for a maximum of 100 persons within the framework of the cooperation, exceptions to this may only be made with the support and agreement of the CERS.
8.6 Researcher acknowledges and agrees that the CERS will provide the quality of the service to a maximum of 20-25 users at any one time, and that if the number of users exceeds this number, the CERS shall not be liable for any degradation of the service. The researcher acknowledges that CERS is not responsible for any incompatibility problems that may arise from the use of MAC client machines.
8.7. Researcher acknowledges that the duration of the projects initiated is limited to the duration of the Agreement between BCE and the CERS, which is one year from the start of the service. 
8.8 Researcher acknowledges the following in relation to the use of the server:
· For all runs, the do and log files are mandatory.  
· All do files must end with exit, clear. 
· Unnecessary files should not be stored in server memory.  
· Unnecessary files should not be saved.
· Files should not be duplicated unnecessarily.
· Information on server use is included in the server access package provided to the User, which contains information on server use.
9. [bookmark: _Toc67486720]Access control, sanctions in case of infringement
Access to the data is controlled by the CERS Databank. In the event of a breach, the Databank has the right and the obligation to warn the researcher and to record the breach. 
9.1. Researcher acknowledges that BCE has agreed to warn Researchers in its employment of any violation of the Terms of Use of the Service and to impose appropriate employment sanctions or other legal penalties, as appropriate, on such Researchers.
9.2. If a BCE Researcher or Student breaches his or her obligations under the rules of use, the following sanctions may be imposed by the CERS, depending on the nature of the breach:
a) If the misconduct is of an administrative nature and did not compromise data protection, in particular if the researcher did not inform the CERS of the publication resulting from the research or did not properly attribute the source, the CERS Databank will issue a written warning to the researcher, with a copy to the BCE contact person. After three consecutive warnings, which need not relate to the same research, the CERS has the right to suspend the researcher's access and ban the researcher from using the data for up to 1 year. 

b) If the breach of duty has led to an incident that has significantly compromised the protection of the data made available, the CERS may, in addition to recording the breach of duty, prohibit the researcher from using the data with immediate effect and permanently. 
In particular, such incidents include:
 copying data files
 allowing unauthorised access to data
 attempts to discover and identify the natural statistical unit
 reveals the natural statistical unit and provides information about it
9.3. The Researcher acknowledges that by violating the data usage rules, the existence of the data access service contracted between BCE and the CERS is also jeopardized. 
9.4. The Researcher acknowledges that the CERS shall be entitled to terminate the data access service contracted between the BCE and the CERS if the number of cases of non-compliance with the obligations specified in clause 9.2. under b) reaches a total of 4 cases in 1 year.
9.5. The Researcher acknowledges that the breaches of obligations set out in points 9 are not a exhaustive list
9.6. The researcher acknowledges that the CERS Databank will keep a record of all infringements, see Annex 9 to the Information Notice.


10. [bookmark: _Toc67486721]Mixed provisions:

10.1. In matters not covered by the above, the provisions of the Hungarian legislation, the Civil Code, Act CLV of 2016 on Official Statistics (Stt.), Act CXII of 2011 on the Right to Informational Self-Determination and Freedom of Information (Infotv.) shall prevail.

10.2. In the course of data processing, they act in accordance with the Infotv., other relevant legislation and the data protection practices established in the course of the activities of the National Authority for Data Protection and Freedom of Information. They also apply and take into account the provisions of Regulation 2016/679 of the European Parliament and of the Council ("General Data Protection Regulation" or "GDPR").

11. [bookmark: _Toc67486722]What personal data does the CERS process about the users of its services?
11.1. the information on the application form (name, photo ID number, date of birth, address, telephone number, e-mail) and the confidentiality statement;
11.2. data related to server usage;
11.3. [bookmark: _Toc67486723]The legal basis for the processing of the above data is the legitimate interest in the implementation of the CERS Data Access and Control pursuant to Article 6(1)(f) of the Regulation.
11.4. The purpose of data processing is to monitor the security of data files, compliance with access rules, and the lawful and proper conduct of research work, See for more information: data management information: https://adatbank.krtk.mta.hu/adatkezeles/
11.5. Data subjects: all staff of the CERS Databank and designated part-time staff. Data subjects: BCE researchers who use the CERS Data Service. The data processed are those referred to in sections 11.1, 11.2.
11.6. Duration of data processing: in the absence of use (use means use in court or other official proceedings), the data are stored in the event of regular access pursuant to Act CXXXIII of 2005 on the Rules of Personal and Property Protection and Private Investigation Activities, upon termination of the right to access, but no later than the statute of limitations under civil law, i.e. five years from the date of the access data.
12. [bookmark: _Toc67486724] Annexes (indicated both as Annexes to the BCE-CERS Agreement and as Annexes to the Researcher's Brochure):
The Annexes form an integral part of this Prospectus.
1. Annex: List of data sets made available
2. Annex: Claim form for access to BCE data
3. Annex: Confidentiality statement for BCE employees
4. Annex: Confidentiality statement for BCE students
5. Annex: Researcher form
6. Annex: Researcher information note
7. Annex: Specifications for the preparation of research results
8. Annex: Rules of Procedure
9. Annex: Model minutes
13. [bookmark: _Toc67486725]Contact
Project liaison is the task and responsibility of the project leader. The project leader can liaise with the Institutional actors through the following contact persons.

13.1 Contact person for the CERS:
Name/Position:Orosz Eszter Assistant to the CERS Databank
Mailing address: 1097 Budapest, Tóth Kálmán utca. 4
E-mail address: orosz.eszter@krtk.elte.hu
Phone number: 30/3669476
13.2. Contact person for the BCE:
Name/Position:Krisztina Kőrösi, librarian
Mailing address: 1093 Budapest, Fővám tér 8.
E-mail address: krisztina.korosi@uni-corvinus.hu
Phone number: +36 1 482 7009
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